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Current status

Local only
These operations (create/verify) can only be performed on local files (specification is 

required).

No “secure store”
Keys are either generated on-the-fly and written to the FS, or passed through a path. 

Ideally, they should be read from the OS keychain/keyring (as suggested).

Verifying with private key
For ease of usage, the signature is verified against the private key, which will have to 

change to the public key (that will be the published one)
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Verifying on pack installation
“checksum-verify” and “signature-verify” should be “hidden” from the user, 

and ran when a pack from a public index is going to be installed (if a 

.checksum/.signature is published)

Key handling
The generated/provided keys should be read from the keychain/keystore - 

careful implementation as this varies a lot by OS

Main goals
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Proposal for checksum publishing
Before - typical .pdsc

After - new tag points to remote .checksum of the latest version 
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Proposal for signature publishing
Before - typical index.pidx

After - new tag on the index.pidx points to vendor’s public GPG key 
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Proposal for signature publishing
Signature is either published as a separate file, specified by an URL

Or inline, encoded as base64 via “signature-create –output-base64”
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● The public index maintainer should be the one hosting/publishing the 
vendor’s public GPG key. This means that even if the vendor’s private key, 
the .pack, .signature and .checksum get compromised, a pack will be 
detected as malicious since the keys don’t match.

Important notes
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● The .signature file could be merged with .checksum, as a PGP signed 
message instead of having it split:

Important notes
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Thank you. Questions?
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