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Current status

These operations (create/verify) can only be performed on local files (specification is
required).

Keys are either generated on-the-fly and written to the FS, or passed through a path.
Ideally, they should be read from the OS keychain/keyring (as suggested).

For ease of usage, the signature is verified against the private key, which will have to
change to the public key (that will be the published one)




Main goals

“checksum-verify” and “signature-verify” should be “hidden” from the user,
and ran when a pack from a public index is going to be installed (if a
.checksum/.signature is published)

The generated/provided keys should be read from the keychain/keystore -
careful implementation as this varies a lot by OS
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Proposal for checksum publishing

Before - typical .pdsc

<?xml version="1.0 encodlng— utf-8" 7>
package schemaVersion="1.4" xmlns:xs="http://www.w3.0rg/2001/XMLSchema-instance"” xs:noNamespaceSchemalLocation="PACK.Xxs
>Z1log<
NEO32_ DFP
Lo w7llog ZNEO32! Family Device )upport Drivers and Examples</description>
://www.ixys .com/leog/packf”"
upport@zilog.com<

<?xml version="1.0" encoding="utf-8" ?
packa schemaVersion="1.4" xmlns:xs="http://www.w3.0rg/2001/XMLSchema-instance” Xxs:noNamespaceSchemalocation="P

_DFP<
f7110g 7NE03 ! Family Device Support, Drivers and Examples</descrig
L>http://www.1ixys. com/leoq/packs/ url>
http.//wuw.mxyf.com/Zmlog/pac i ZNEO32 DFP.1.0.4.sha256.checksum</checksum>
t>support@zilog.com</supportCo C>
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Proposal for signature publishing

Before - typical index.pidx

http://www mnﬂmot on.com.cn ’Fw.mL\ndu/ IDK_KEIL/" vendor="MindMotion" name="MM32x031_DFP" version=
Httrl., vendor: Z1 - NEO32 DFP" version="1.0.4" ,
SDK/pieces/nRF_SoftDevice Sixx iot/" vendor="NordicSemiconductor

N

1dMotion” name="MM32x031 DFP" version="
vendor— ulug name= ZNE(_JJQ_DFP version="1.0.4" pubkey="http://
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Proposal for signature publishing

Signature is either published as a separate file, specified by an URL

>http://www.ixys.com/Zilog/packs/</url>
>http://www.ixys.com/Zilog/packs/Zilog.ZNEO32 DFP.1.0.4.sha256.checksum<
ttp [ /www.ixys. com/7tlog packJ/7llog ZNEO32 _DFP.1.0.4.sha256.signature</

t>support@zilog.coms<

://www.ixys.com/Zilog/packs/<,
>http://www.ixys. com/leog/pagks/Alloq ZNEO32_DFP.1.0.4.sha256.checksums< S
LSOtLS1CRUdITiBQR L«gUO’LHT[«FUV”JFL;OtLJOKO79tbL'VudDogaHROCHf1oLvC)nb?>Blbr18ncC Svcmchva 21vbjogR29wZW5QR1AgM140L jEWC
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Important notes

e The publicindex maintainer should be the one hosting/publishing the
vendor’s public GPG key. This means that even if the vendor’s private key,
the .pack, .signature and .checksum get compromised, a pack will be
detected as malicious since the keys don’t match.
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Important notes

e The.signature file could be merged with .checksum, as a PGP signed
message instead of having it split:

c8 (09114(PaedeT1849€ utils/test-listdir/dir2/
114ceaea5af184958 utils/test-listdir/dir3/.gitignore
184958920 utils/test-listdir/dir1/
\c42 L»4d1 82 B 976 5cbd1d1dac610c3fd780422 sample_file
4Z’rx4d182q 7c8805a 5cbd1d1dac610c3fd780422 utils/
26b . ) c09114ceaea5af184958920 utils/test
8c4¢2534d1828 7 ngd dldd(nlocsfd780 22 TheVendor.ThePack
5 59326bbcae@ S 5 5af184958920 utils/t listdir/dir1/file4
8 utils/test-listdir/
utils/test-listdir/filel
st-listdir/dir3/
-listdir/file2
utils/test-listdir/dir gitignore
utils/test-listdir/dir1/file3

Version: Gopenpgp ‘4440

JIRuULUIUik]
hr
--END PGP S
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Thank you. Questions?




